Georgia Department of Public Safety

Policy Manual

SUBJECT POLICY NUMBER
COUNTER UNMANNED AIRCRAFT SYSTEM | 25.13
OPERATIONS

DISTRIBUTION DATE

ALL EMPLOYEES 7/17/2026
POLICY REVIEWED
7/17/12026

25.13.1 Purpose
The purpose of this policy is to establish Georgia Department of Public Safety (“DPS”
or “the Department”) guidelines for counter-unmanned aircraft system (C-UAS)
activity, including detecting, identifying, monitoring, tracking, warning and, when a
credible threat requires it, mitigating threats posed by drones or unmanned aircraft
and unmanned aircraft systems, for the safety or security of people, facilities, or
assets, including any venue used for large-scale public gatherings or events, critical
infrastructure, or a correctional facility. The violation of this policy may subject a
member to DPS disciplinary action; however, this policy shall not form the basis for
civil and/or criminal action.

25.13.2 Policy

This policy governs the exercise of C-UAS by DPS under 6 U.S.C. §124n(a)(2) and
serves as the agency policy required by §124.6(a). Only duly trained, certified, and
authorized DPS members may deploy and use C-UAS technology under this policy. As
set forth by the terms, conditions, and exceptions within this policy and as determined by
the totality of circumstances, a credible threat must exist before taking any mitigation
action, which shall be undertaken for proportionality and with the least disruptive effective
means available. Such operations must be conducted in accordance with the First and
Fourth Amendments to the U.S. Constitution all other applicable federal law and
regulations, state law, and DPS policy, including DPS Policy #11.06 — Search Without a
Warrant.

25.13.3 Definitions, Titles, and Abbreviations
For the purpose of this policy:

A. Agency Approving Official — The senior official designated by the Department,
authorized to approve C-UAS operations on the Department’s behalf. The official
must not be below the rank of a Division Director or its equivalent. The Agency
Approving Official may not serve as a mitigation operator for an operation that official
has approved.

B. Authorized Technologies List (ATL) — The list of authorized technology categories for
Department C-UAS operations, maintained jointly through the federal interagency
process.

C. Authorized Systems List (ASL) — The subset of the ATL that identifies specific
systems, by make, model, and version, approved by the interagency body for
operational use within one or more ATL categories, with any stated operating
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restrictions.

D. Control communications — Any wire, oral, or electronic communication used to
navigate, command, or otherwise control a UAS, including telemetry, command-and-
control signals, and any video, audio, or data stream used to navigate the aircraft
when other telemetry is unavailable. The operational role of a communication, not its
packet type or frequency, determines whether it is a control communication. Control
communications also include a UAS unique identifier and the operator or take-off
location, location, velocity, and emergency status of the UAS when that information is
acquired by intercepting a communication under the relief provided by 6 U.S.C. 124n.

E. C-UAS Operations Plan — The event-specific or operation-specific document, signed
by the Agency Approving Official, that authorizes a given operation and certifies it is
consistent with this policy.

F. Credible threat — A threat that, based on the totality of circumstances known to the
member at the time, would cause a reasonable person in the member’s position,
considering training and experience, to conclude that a UAS poses an articulable risk
to a protected interest. Activity protected by the First Amendment may not be
considered.

G. Data purge verification — Documented confirmation that records subject to purge
have been deleted from all systems on which they were stored; such purges shall be
recorded in the audit trail.

H. Detection and Warning Certification — Certification, issued only by the NCUTC, that
personnel completed the online detection and warning curriculum and passed the
post-course assessment. It authorizes the holder to exercise the authorities in 6
U.S.C. 124n(b)(1)(A), (B), and (E).

I. Detection and warning operations — Operations conducted using systems whose
operation requires the authority of, or relief from certain laws under, 6 U.S.C. 124n,
involving only detecting, identifying, monitoring, tracking, and warning. Activity using
systems that do not require that authority is not subject to part 124.

J. Detection system — A system used to detect, identify, monitor, or track a UAS, or to
warn its operator, with no capability enabled to disrupt, seize control of, disable,
damage, or destroy a UAS.

K. Mitigation action — An action described in 6 U.S.C. 124n(b)(1)(C), (D), or (F):
disrupting, disabling, interfering with, seizing control of, or using reasonable force to
disable, damage, or destroy a UAS. Detection and warning are not mitigation actions.

L. Mitigation Certification — Certification issued by the NCUTC authorizing the holder to
exercise the mitigation authorities in 6 U.S.C. 124n(b)(1)(C), (D), and (F), within the
technology categories the holder's completed courses cover.

M. Mitigation operation - An operation in which a mitigation system is deployed to take a
mitigation action, whether a mitigation action is taken or not. It may include detection
and warning elements.

N. Mitigation system — A system used or capable of being employed to take a mitigation

action. A system with both detection and mitigation capability is a mitigation system
while its mitigation capability is enabled.
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O. National Counter-UAS Training Center (NCUTC) — The national schoolhouse
operated by the Federal Bureau of Investigation, designated as the national training
center for purposes of 6 U.S.C. 124n, and the sole certifying authority for the
Department’'s C-UAS operators.

P. Pattern data — A derived data product reflecting aggregated trends, frequencies, or
statistical observations of UAS activity across multiple operations that has met the
anonymization standards in the agency's policy and contains no information
identifying any specific aircraft, operator, or natural person.

Q. Personnel — Members of the Department with assigned duties that include the
security or protection of people, facilities, or assets. Contracted employees shall not
be permitted as C-UAS operators.

R. Raw sensor data — Unprocessed minimally processed data generated by C-UAS
systems, including radio frequency captures, radar returns, optical and infrared
imagery, acoustic signatures, full sensor logs, and telemetry.

S. RF-emitting C-UAS system — Any C-UAS system that, when employed for detection
or mitigation, actively transmits radio frequency energy. This includes detection-only
systems such as transmitting radars that may require a Federal Communications
Commission radiolocation license, and mitigation systems that jam or manipulate
control signals.

25.13.4 Procedures

All deployments of C-UAS must be specifically authorized by the DPS Commissioner or
their designee, as set forth in this policy.

A. Personnel:
1. Agency Approving Official

The Department authorizes the Commissioner or their designee as the Agency
Approving Official. The Agency Approving Official approves C-UAS operations
on behalf of the agency and signs each C-UAS Operations Plan

2. Authorized Personnel and Certification Roster

Only Department members whose assigned duties include the security or
protection of people, facilities, or assets, and who hold the certification required
for the authority exercised, may conduct operations under this policy. DPS
maintains a roster of certified personnel drawn from the NCUTC certification
database and verifies the certification status of every person assigned to a C-
UAS operation. Contractors shall not conduct operations or make operational
determinations under this policy; contractor support is limited to technical
support, maintenance, and training assistance, and to detection services that do
not require the authority of 6 U.S.C. 124n. The Department may not enter into
any arrangement under which a non-accredited agency, contractor, or vendor
exercises de facto operational control of systems requiring that authority; where
C-UAS support is provided or received through mutual aid or another written
arrangement, certified personnel of the accredited agency operate the systems
and make all operational determinations.
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3. Operational Roles and Concurrence

For operations involving multiple personnel, DPS defines the roles and
responsibilities of each position, identifies positions which require specific
certifications, and establishes the communication and concurrence procedures
between the mitigation operator and other personnel. Not all C-UAS missions
will require an individual member in every role, and the responsibilities of one
role may be assumed by another member as necessary. The positions and their
certification requirements are:

a. C-UAS Command Post Supervisor — Overall authority for the operation;
oversees detection, intercept, and mitigation actions. Coordinates with
external agencies. Supervises tactical operations and ensures
communication between operational positions, directing resources and
coordinating response. No certification requirements required unless
assuming a role with requirements.

b. Airspace Awareness Officer — Responsible for maintaining real-time
awareness of known authorized aviation and for communicating that
information to personnel authorized to initiate mitigation before any mitigation
is executed. This role is often referred to as an “air boss” and serves as a
centralized point of contact for team members involved in the C-UAS
mission. Relays information and documents events in real-time. No
certification requirements required unless assuming a role with requirements.

c. Evidence Lead — Preserves recovered UAS, payloads, flight logs, and
electronic evidence. Compiles recovered information with pilot and incident
documentation into case files. No certification requirements required unless
assuming a role with requirements.

d. Mitigation Operator — Operates authorized mitigation systems, detection and
warning systems, and executes approved mitigation actions. Maintains
situational awareness of all aircraft operations, restricted airspace, temporary
flight restrictions, and deconfliction issues. Must hold a current NCUTC
Mitigation Certification covering the technology category employed, an
NCUTC Detection and Warning Certification, a valid 14 CFR part 107 remote
pilot certificate, and must be the individual who directly executes the
mitigation command. Supervision of an uncertified person by a certified
operator does not satisfy this requirement.

e. Detection Operator — Operates authorized detection and warning systems.
Maintains situational awareness of all aircraft operations, restricted airspace,
temporary flight restrictions, and deconfliction issues. Must hold an NCUTC
Detection and Warning Certification, a valid 14 CFR part 107 remote pilot
certificate, and must be the individual who directly operates the authorized
systems requiring 6 U.S.C. 124n authority. Supervision of an uncertified
person by a certified operator does not satisfy this requirement.

f.  Ground Intercept Team (GIT) Member — Locates, secures, and recovers
landed or disabled UAS and associated evidence. Contacts pilots of
unauthorized UAS within the C-UAS operation for interview and conducts
enforcement as appropriate. Requirements for GIT Members will be internal
training on pilot contacts and safe evidence preservation practices.

g. UAS Pilot — Operates authorized UAS to aid GIT Members in the location,
identification, and tracking of suspects related to unauthorized UAS within
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the C-UAS operation. Required to hold a valid 14 CFR part 107 remote pilot
certificate.

h. Support Members — Mission dictated positions may be added at the
discretion of the C-UAS Command Post Supervisor. Additional positions
may include personnel from other agencies with specific interest to the C-
UAS mission such as: FAA or Federal Liaison, Intelligence Analyst, Explosive
Ordinance or Hazardous Device Technician, Legal Advisors, Critical
Infrastructure Liaison, Visual Observer, etc. Such additional positions may
require their own certification requirements outside of this policy.

4. Chain of Command and Operator Judgement

The certified mitigation operator shall retain independent professional judgment
on whether to initiate a mitigation action. A supervisor, commander, or other
official, regardless of rank, may direct the operator to withhold or cease
mitigation and may provide operational direction, tactical context, and
coordination guidance. No official, regardless of rank, may direct a certified
operator to initiate a mitigation action when the operator has determined that the
credible threat standard or the proportionality requirement is not met. Non-
certified personnel, regardless of rank, may not direct mitigation actions that
override the certified operator's professional judgment on whether the conditions
for mitigation are present. An operator who declines to mitigate based on a good-
faith professional determination that the conditions are not met may not be
subjected to adverse employment action for that decision.

5. Airspace Awareness

For operations where known authorized manned or unmanned aviation is
operating or anticipated in or near the area of operations, DPS shall designate a
person or position responsible for maintaining real-time awareness of known
authorized aviation and for communicating that information to personnel
authorized to initiate mitigation before any mitigation is executed. The designated
person must be able to communicate directly with the mitigation operator. No
mitigation action may be initiated without reasonable efforts to confirm that the
target is not a known authorized aircraft. The scope and formality of this role
must be commensurate with the complexity of the aviation environment.

6. Legal and Privacy Review

This policy shall be directed to the Department of Public Safety’s Legal Division
for review and counsel before adoption and subsequent modifications. The
review should specifically address the privacy and civil liberties requirements of
part 124, including data retention, minimization, and dissemination, and the
interplay of the Department’'s C-UAS operations and this policy with applicable
state law.

B. Training and Certification

All personnel who operate systems requiring the authority of 6 U.S.C. 124n, or who
make operational determinations, under this policy shall hold a current Detection and
Warning Certification issued by the NCUTC. Detection and warning training or
certification from any other source does not satisfy this requirement. The certification
is the system of record in the NCUTC certification database. Certification
requirements for each operational position, including support functions that do not
require certification, are stated in section A.3.
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Personnel who take mitigation actions shall hold a current Mitigation Certification
issued by the NCUTC covering each technology category they employ, and a valid
14 CFR part 107 remote pilot certificate. A current Detection and Warning
Certification is a prerequisite for obtaining and maintaining a Mitigation Certification.
The NCUTC is the sole certifying authority for mitigation operators.

When a new technology category is added to the Authorized Technologies List,
mitigation-certified personnel who completed the mitigation course before that
addition shall complete the additional NCUTC training on the new category before
using any system in that category. Vendor-specific and system-level operator training
is the Department’s responsibility through its own training procedures and is provided
before any person operates a specific system. In-house testing and proficiency
training with C-UAS systems for detection only are not considered 6 U.S.C. 124n
operations and as such they are to be conducted only against controlled test targets
with DPS owns, operates, or has consent to use, and any communications
incidentally collected from third parties shall be purged at the conclusion of the
activity.

C. Authorized Technologies

The Department of Public Safety may deploy only systems within technology
categories on the Authorized Technologies List. Where the Authorized Systems List is
populated for a category, the agency deploys only specific systems listed for that
category. For categories on the Authorized Technologies List for which the Authorized
Systems List is not yet populated, the agency may deploy a specific system within
the category only if the operator holds the certification covering that category and has
completed manufacturer or vendor training on the specific system. DPS employs
mitigation systems only in technology categories covered by the NCUTC mitigation
courses its certified personnel have completed.

On receipt of an emergency suspension notice issued through the interagency
process, the Department must immediately cease deployment of the affected system
or technology category and not resume until the suspension is lifted or the system or
category is restored, subject to any attached conditions.

D. Credible Threat Determination and Proportionality

Before taking any mitigation action, personnel must reasonably determine, under the
totality of the circumstances, that a credible threat exists. The determination is made
in real time by the certified and trained personnel closest to the operational situation
and is documented in the post-operation report. For mitigation, the determination
must be supported by a contemporaneous indicator that the specific UAS at issue
poses a current, articulable risk if unabated. A contemporaneous indicator need not
independently establish a threat; considered with the totality of the circumstances, it
must provide a present-tense basis for concluding that the specific aircraft poses a
current risk. Activity protected by the First Amendment may not be considered. A
single indicator may establish a credible threat where it is sufficiently probative. A
credible threat may be based on, among other things:

1. Specific intelligence

2. Behavioral indicators such as flight in restricted airspace, approach toward a
protected interest, failure to respond to warnings, or evasive maneuvering.

3. Payload or configuration indicators.
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4. Unauthorized surveillance of a protected interest.
5. Indications of unauthorized access to protected information.
6. Pattern-based indicators.

Mitigation actions must be proportionate to the credible threat. Personnel employ the
least disruptive effective means available under the totality of the circumstances. If
equipment is available and time permits, a warning to the remote pilot in command
should precede any mitigation action. Every warning delivered is documented,
including who delivered the warning, when, by what means, and the operator's
response. Before any action that may disable, damage, or destroy a UAS, personnel
consider whether the threat outweighs the risk of collateral harm to public safety,
including falling debris, harm to persons or property on the ground, disruption to
communications, and risks to aviation safety. A mitigation action that creates a
greater risk to public safety than the threat it addresses is not proportionate and must
not be taken.

E. C-UAS Operations Plan

Each mitigation operation, and each detection and warning operation that uses
systems requiring 6 U.S.C. 124n authority, shall be authorized by a C-UAS
Operations Plan signed by the Agency Approving Official before operations begin.
The signed plan certifies that the operation is consistent with this policy, that the
operators hold the required certification, and that the risk-based assessment factors
have been addressed. The Department does not commence mitigation operations
until both the advance coordination process and the signed plan are complete. The
plan is submitted through the designated federal C-UAS coordination portal as a
supplement to the advance notification not fewer than 7 calendar days before
operations commence, or as early as practicable when the notification timeline does
not permit 7 days, and material updates are resubmitted promptly. For a detection
and warning operation not subject to advance notification, the plan is submitted
through the portal before operations commence, for situational awareness and
recordkeeping, not as a supplement to an advance notification.

1. Format and Documentation

The plan is prepared on the standardized form, using a short-answer and
selection fields and map or diagram attachments and does not repeat standing
procedures in this policy. For a detection and warning operation, fields specific to
mitigation do not apply. The plan references this policy by title and version rather
than repeating standing procedures. The plan addresses, to the extent
applicable: operation identification and points of contact; systems and airspace,
including ATL category or ASL system and RF parameters; coordination
confirmation, including operator certification status, compliance with this policy,
legal counsel certification, and privacy compliance; and operational planning
elements. The plan includes a certification by the agency's legal counsel, or for
an agency without in-house counsel the applicable prosecuting authority, that it
has been reviewed for legal sufficiency.

2. Risk-based Assessment

The plan shall address the risk-based assessment factors in § 124.8(e), including
potential impacts to aviation safety and the use of the airspace, technical and
siting limitations, options for mitigating identified impacts, the ability to provide
advance notice to aircraft operators, the setting and character of the protected

Policy #25.13— Counter Unmanned Aircraft System Operations 7/117/2026

Page 7 of 17



interest, and the potential consequences to public safety if a UAS threat is not
addressed.

3. Operational Windows

A single plan may authorize operations for up to 30 consecutive calendar days.
For fixed-site persistent-protection operations, including correctional facilities,
critical infrastructure sites, and recurring venues, the Agency Approving Official
may authorize a standing operational window of up to 365 calendar days,
renewable on submission of a renewal plan. No plan may authorize an indefinite
or open-ended window. Material changes require an update.

F. Advance Coordination and Notification
1. Criteria for Notification

a. Before any mitigation operation, the Department should submit an advance
notification through the designated federal C-UAS coordination portal not
fewer than 30 calendar days before the operational period. When 30 days is
not feasible, the agency submits as early as circumstances permit, with
enough lead time for federal review, and includes a brief explanation. The
advance notification is a coordination document, not a request for approval;
the absence of a federal response does not affect the agency's authority to
proceed.

b. Before any mitigation operation, the Department coordinates with the
Department of Transportation and the Federal Aviation Administration
through the FAA-designated coordination mechanism, providing the systems
to be deployed, the coordinates of each deployment and enforcement
location, the expected duration, and a characterization of the airspace. The
agency operates within any flight restriction the Administrator establishes.
The agency also submits a comparable advance natification to the State if
state law or policy requires it.

c. Before deploying any C-UAS system that emits radio waves, whether for
detection, warning, or mitigation, the Department obtains authorization
consistent with Title Il of the Communications Act of 1934 and complies with
Federal Communications Commission requirements, submitting its request
through the advance notification process and as the Commission directs.

2. Emergency Exception

When a credible threat poses an imminent risk to human life and advance
coordination is not practicable, DPS members may take mitigation action and
then complete the required notifications as soon as practicable, and in any event
within two hours. If the action uses an RF-emitting system, the agency also
complies with the real-time air traffic control notification requirement. Each
invocation is documented in the post-operation report with a specific explanation
of why advance coordination was not feasible. This exception is not a routine
alternative to advance coordination, and a pattern of invocations may result in
compliance review and penalties.

3. Federal Mission Areas

Before conducting any operation within a security or protection mission overseen
by a federal entity, or within an area over which a federal entity exercises a
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security or protection responsibility (such as a coastal waterway, airport, military
facility, etc.), the Department coordinates with that entity through the advance
coordination process.

G. Interagency and Lead-Agency Coordination

For operations supporting National Special Security Events, events rated Special
Event Assessment Rating 1 through 3, or other events where federal C-UAS
operations are anticipated, DPS notifies the local Federal Bureau of Investigation
field office of its intent to provide C-UAS coverage as early as practicable, and may
use the notice-of-intent function in the federal portal. A notice of intent is informational
only.

Where a lead C-UAS agency has been designated for an event or location, DPS
operates under the tactical coordination of the lead agency for the duration of the
event and conforms its C-UAS Operations Plan to the lead agency's operational
framework. Whenever federal and SLTT operations occur at the same event or
overlap in area and time, the federal agency is the lead C-UAS agency. An agency
that does not accept tactical coordination by the designated lead agency may not
conduct operations, including detection and warning operations using systems
requiring 6 U.S.C. 124n authority, within the covered area and time.

When the Federal Bureau of Investigation and the Department of Homeland Security
notify the Department of overlapping SLTT operations, the affected agencies
designate a lead C-UAS agency or establish a joint coordination arrangement,
documented, and provided to the FBI and DHS, before any agency commences
mitigation operations in the overlapping area.

H. Real-time Air Traffic Control Notification

Any time a DPS member activates a C-UAS system for mitigation purposes,
personnel provide verbal or electronic notification, within five minutes of activation or
as soon as operationally practicable, to the notification point the Federal Aviation
Administration designates for real-time C-UAS coordination, using the jointly
established procedures. The notification identifies the type of C-UAS action, the time
of activation, and the location. On termination of the mitigation action, personnel
provide a follow-up notification confirming the time of termination.

I.  Standing Tactical Procedures

These procedures govern the execution of C-UAS operations. The C-UAS
Operations Plan references this section rather than repeating it.

1. Engagement Protocols

Before any engagement, personnel account for the risk to persons and property
on the surface and in the air. No mitigation is initiated without reasonable efforts
to confirm the target is not a known authorized aircraft and a contemporaneous
determination that the credible threat and proportionality standards are met.
When the totality of circumstances allow, aircraft identifying information will be
searched in applicable databases to determine if the flight is authorized. An
attempt to visually surveil the aircraft whether by ground intercept team or aerial
overwatch to collect credible information will be attempted. Nothing in this text
shall prevent immediate mitigation if the operator reasonably believes there is a
threat to public safety.
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2. Escalation Procedures

Personnel use the least disruptive effective means first and escalate only as the
threat and the totality of the circumstances require. A reasonable attempt to
locate and warn the pilot by a ground intercept team should be initiated upon
discovery of the aircraft. If the attempt to locate or warn the pilot is unsuccessful
mitigation should be attempted by the least disruptive means available to agency
personnel at that time. If the first attempt is unsuccessful, members are
authorized to utilize additional means for the purposes of public safety. Nothing in
this text should prevent a member from taking immediate disruptive action if the
totality of circumstances indicates a reasonable threat to public safety. This may
be only one factor, such as but not limited to, the unlawful intrusion into restricted
air space.

3. Use-of-Force Considerations

A mitigation action that is likely to disable, damage, or destroy a UAS is taken
only after personnel weigh the threat against the risk of collateral harm to public
safety and that member reasonably believes that not taking action would result in
an injury to themselves or third party following DPS Policy #10.01 - Use of Force.

4. Ground Intercept Team Procedures

Ground Intercept Team (GIT) will be comprised of a minimum of two personnel,
one of which will be a certified Part 107 UAS pilot, when possible. ATAK (Android
Team Awareness Kit) or similar should be utilized to expedite GIT response
whenever technological resources support the system employment. A
communication plan, as well as a GIT operational directive plan, should be
established by the C-UAS Command Post Supervisor, or his designee.

A GIT should be dispatched as soon as it is reasonable believed a detected UAS
may pose a threat to a protected asset or public safety. Upon locating a downed
aircraft, members should follow the established operational directive for handling
and the request of supportive resources. The operational directive is likely to
change each operation due to available resources and environmental
circumstances. To ensure overall team effectiveness, the approved directive will
be briefed to the GIT members.

5. Render Safe Procedures

A downed or recovered UAS may present a hazard, including an explosive or
hazardous payload. If obvious signs of an improvised explosive payload are
present, or information collected indicates the potential of an improvised
explosive, hazardous, and/or chemical payload would be present, a safe
perimeter around the aircraft should be established. Additional and/or Specialty
resources should be requested. Personnel should not approach or handle a
suspected hazardous device unless doing so would protect innocent third parties
from imminent serious bodily injury.

6. Evidence Collection and Chain of Custody
A UAS seized or confiscated, and any recovered components or media, are
collected, documented, and preserved consistent with DPS evidence and chain-

of-custody procedures. A physical seizure or confiscation under 6 U.S.C.
124n(b)(1)(E) is documented through normal evidence-handling procedures
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outlined in DPS Policy #12.01 — Evidence and Property. Confiscation authority
under 6 U.S.C. 124n(b)(1)(E) is governed by section K of this policy.

7. Communications Procedures

The C-UAS Command Post Supervisor, or his designee, shall develop a clear
communication plan for every operation. If the operation involves multiple
agencies, the communication plan will be approved by the Lead CUAS agency.
All members will be briefed on the communication plan. When possible, the air
space coordinator will be in close proximity to the member conducting mitigation
operations or, at minimum, in direct communication.

8. System Operating Procedures

Personnel operate each system within its authorized configuration and within any
operating restriction stated on the Authorized Systems List. When a system
permits adjustment of the scope of interception, operators use the narrowest
configuration consistent with operational effectiveness.

9. Data Handling and Purge Procedures

Personnel handle, retain, and purge data as section L of this policy requires,
including the 180-day limit on records of communications and the purge of
incidental material. Operations follow the data handling and purge procedures,
and each operation concludes with verification that data subject to purge has
been deleted.

10. Operation Plan Requirements

No operation may begin without a C-UAS Operations Plan signed by the Agency
Approving Official under section E of this policy.

11. Post-Operation Procedures

After each operation, personnel complete demobilization, post-operation
reporting under section O, and data purge verification, and record the verification
in the audit trail.

J. Detection and Warning Operations

The Department conducts detection and warning operations under this policy when
all personnel hold a current Detection and Warning Certification, the agency deploys
only systems within ATL categories and, where populated, ASL systems, the
operation is authorized by a C-UAS Operations Plan, and the agency complies with
the privacy, data handling, and retention requirements of this policy. Detection and
warning operations that do not emit radio frequency energy and do not affect aviation
safety do not require per-operation advance notification, FAA coordination, or FCC
coordination. For RF-emitting detection or warning systems, the advance
coordination requirements apply.

The Department may plan and conduct an operation as a detection and warning
operation even though it maintains mitigation capability and mitigation-certified
personnel. An operation in which no mitigation system is deployed, and no mitigation
capability is enabled is a detection and warning operation; a system with both
detection and mitigation capability is a detection system for an operation in which its
mitigation capability is not enabled. Mitigation-certified personnel may conduct
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detection and warning operations under this section; the current Detection and
Warning Certification their Mitigation Certification presupposes satisfies the
certification requirement.

A detection and warning operation is not subject to the mitigation-specific
requirements of this policy: the advance notification and coordination of section F,
except for RF-emitting systems; the real-time air traffic control notification of section
H; and per-event post-operation reporting under section O. It is authorized by a C-
UAS Operations Plan under section E, in which the mitigation-specific fields do not
apply, and detection activity is reported in the semiannual operational summary.

If a detection operation identifies a credible threat requiring mitigation, the agency
responds through mitigation-certified personnel under sections D through | or through
coordination with federal C-UAS assets. (§ 124.12(e).) A mitigation action arising
from a detection and warning operation is taken only when the requirements of
sections D through | are met for that action, including advance coordination under
section F or the emergency exception, and the real-time air traffic control notification
of section H.

K. Confiscation and Forfeiture

Personnel holding a current Detection and Warning Certification may seize or
otherwise confiscate an unmanned aircraft that is no longer active in flight, or any
other UAS component, such as a ground control station, under 6 U.S.C.
124n(b)(1)(E). The authority is contingent on a credible threat, assessed under
section D of this policy, and the basis for the determination is documented in the
operational record. Confiscation under this section does not require Mitigation
Certification, systems on the Authorized Technologies List or Authorized Systems
List, or advance coordination.

Any action that affects an unmanned aircraft in flight, including catching or netting an
aircraft by hand or with a non-electronic physical device, implicates 6 U.S.C.
124n(b)(1)(D), (E), or (F), requires Mitigation Certification, and is conducted only
under sections D through | of this policy. The erection of physical barriers that a UAS
operator has an obligation to avoid, such as netting affixed to a structure, is not
mitigation. A seizure under traditional law enforcement authority, including of an
abandoned or crashed aircraft, incident to arrest, or pursuant to a warrant or a
recognized exception, is independent of 6 U.S.C. 124n, requires no certification, and
is not governed by this policy.

A confiscated unmanned aircraft and any recovered components or media are
handled under the evidence collection, chain-of-custody, and render safe procedures
of sections 1.5 and 1.6, including preservation of digital evidence stored on the aircraft
and its flight controller; personnel do not power on, reset, pair with, or interrogate a
device except under the agency’s digital-forensics procedures. Once the aircraft is on
the ground and confiscated, subsequent actions, including threat assessment, render
safe procedures, evidence collection, and search warrant execution, are governed by
traditional legal authorities, including the Fourth Amendment.

When an operation involves a known or suspected unmanned aircraft being used as
a delivery mechanism for a hazardous device, the response to the hazardous device
is conducted by a public safety bomb squad accredited through the Federal Bureau
of Investigation’s Hazardous Devices School. A seized UAS or unmanned aircraft is
subject to forfeiture under the OCGA Title 9 Chapter 16 requirements. Reporting of
confiscations is governed by section O of this policy.
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L. Privacy, Civil Liberties, and Data Handling

In exercising authority under this policy, the Department and its personnel comply
with 6 U.S.C. 124n(e) and implement privacy protections for the interception,
acquisition, access, maintenance, use, and dissemination of communications,
consistent with the First and Fourth Amendments and applicable federal law.
Individual searches and seizures during operations remain subject to the Fourth
Amendment reasonableness requirement and the Department's search-and-seizure
policies.

1. First Amendment

No C-UAS authority is used solely to seize, monitor, deter, interfere with, or
disrupt individuals exercising First Amendment rights. Where operations occur at
events or locations where individuals are exercising First Amendment rights,
personnel take affirmative steps to minimize the collection, retention, and
dissemination of information about those individuals and do not use C-UAS-
derived information to identify, track, or build records on individuals based on
protected activity.

2. Scope of Interception and Minimization

Communications are intercepted or acquired only to the extent necessary to
support an authorized action. Material that is not control communications is
incidental capture. DPS configures systems to minimize incidental capture.
Incidentally captured material that is not relevant to a C-UAS, law enforcement,
or national security purpose is not reviewed, retained, or disseminated and is
purged as soon as practicable. If it becomes apparent that a captured video,
audio, or other data stream is not controlled communications, the interception of
that stream is discontinued, and the incidental capture is documented in the post-
operation report. Where identifying a threat requires processing the control
signaling of all unmanned aircraft in range, the control communications of an
aircraft determined not to pose a threat are not retained or used beyond what is
needed to make the threat determination and are purged on the same schedule
as other incidental material. During an operation, personnel view incidentally
captured material only as necessary for C-UAS purposes. For standing detection
deployments exceeding 30 days, the Department conducts a review at least
quarterly to confirm that the scope of interception remains proportionate and that
minimization and purge procedures are on schedule.

3. Records of Communications and Retention

Control communications captured or maintained by the agency's systems are
records of communications under 6 U.S.C. 124n(e)(3) and are maintained only
as long as necessary, and in no event more than 180 days, unless the Agency
Approving Official or the agency's chief legal officer determines that retention is
necessary to investigate or prosecute a violation of law, to directly support an
ongoing security operation, for litigation, or as required by law. Data retained
under the ongoing security operation exception is reviewed at 90-day intervals
and purged when the operation concludes. When records will be retained beyond
180 days, the agency notifies the Federal Bureau of Investigation through the
portal within 30 days of the determination and documents the specific basis for
retention unless an open investigative or prosecutorial case file already
documents the data as evidence. Pattern data extracted and recorded
independently is not a record of communications and is not subject to the 180-
day limit.
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4. Anonymization Standards for Pattern Data

DPS qualifies a data product as pattern data only when it meets the following
written anonymization standards:

a. An aggregation threshold of less than 5 observations or events before a
product may be released.

b. Suppression of the following identifiers [Insert identifiers suppressed, for
example UAS serial or device ID, operator or take-off location, precise
timestamps]

c. Are-identification risk assessment performed by a C-UAS Command Post
Supervisor before release.

5. Dissemination

Control communications acquired under this policy are disclosed outside the
Department of Public Safety only as 6 U.S.C. 124n(e)(4) allows:

a. When necessary to investigate or prosecute a violation of law.

b. To support the Department of War, a federal law enforcement agency, or a
federal regulatory agency's enforcement activity in connection with an action
described in 6 U.S.C. 124n(b)(1)

c. As otherwise required by law.

Because the Department’s authority is limited to protecting against a credible
threat, control communications are disseminated only for law enforcement action
arising from the UAS activity that prompted the operation, or for aviation safety,
unless the communications are independently obtainable through lawful means
not dependent on 6 U.S.C. 124n. At dissemination, the agency communicates
the protective purpose and records, in the audit trail, the legal basis, the category
of recipient, whether the handling caveat was conveyed, and whether control
communications were included.

6. Handling Caveat

Data acquired under 6 U.S.C. 124n is marked with a handling caveat at
dissemination. The Department has adopted the federal wording, and the caveat
reads:

“‘LAW ENFORCEMENT SENSITIVE // 6 U.S.C. 124n C-UAS DATA — Use limited
to the stated protective purpose (§ 124.14(f)). No further dissemination without
the originating agency’s consent. Contains records of communications: delete
within 180 days of acquisition unless a documented § 124.14(d) exception
applies. POC: Georgia Department of Public Safety Open Records Unit —
openrecords@gsp.net.”

Pattern data containing no control communications may be disseminated
consistent with the department’s standard data handling and information sharing
policies and applicable law. Before disseminating pattern data beyond the
Department, DPS verifies anonymization and screens the product for
operationally sensitive information. Public release of pattern data products
requires approval of Agency Approving Official.
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7. Audit Trail

DPS maintains an audit trail sufficient to document each instance in which C-
UAS authority was exercised, the basis for the action, the disposition of any data
acquired, and any dissemination. The audit trail is searchable, accessible to
compliance auditors, protected against unauthorized modification or deletion, and
retained for at least six years. The format and system of records for the audit trail
is:

a. Digital preservation on the Department’s Microsoft Teams cloud-based server
storage, which is supported by GovCloud infrastructure for U.S. government
agencies.

b. Immutably written by GovCloud and backed up by Rubrik software to
technically block any API call to modify or delete the data until the 6-year
timer expires.

c. All data is stored as Write Once, Read Many packets to track every historical
iteration, timestamp, and field state.

8. Third-party Sources and Vendor Data

DPS does not request, purchase, subscribe to, or operationally rely on
intercepted UAS control communications acquired by any actor lacking lawful
authority. The Department may provide operational raw sensor data to system
vendors for diagnostics, troubleshooting, and performance validation only after
removing any communications content and only for the stated purpose of the
services requested of the vendor.

9. State and Local Retention Conflicts

If a state records retention requirement applicable to the Department’s records
encompasses C-UAS communications data and the Department cannot comply
with both the 180-day limit and that requirement, DPS retains the data for the
period the applicable law requires and applies the handling restrictions of this
policy, including the prohibition on use for unrelated law enforcement purposes
and the dissemination restrictions, for the full duration of retention.

M. Public Naotification

The Department provides public notification regarding the potential use of C-UAS
authority within its jurisdiction by publishing a public version of this policy on the DPS
website. Public naotification shall describe the existence and general purpose of the
program without revealing operational specifics, capabilities, or coverage patterns.

N. Protection of Sensitive Operational Information

Information that links the specific capabilities, vulnerabilities, operating parameters,
or countermeasure effectiveness of C-UAS systems to planned or completed
operations, including deployment locations, operating frequencies, tactical methods,
and threat-specific approaches, is treated as law enforcement sensitive and
protected from public disclosure to the extent applicable law permits. Where such
information reveals a capability gap of national security concern, it is evaluated for
classification. Other operational coordination information, such as the existence,
general timing, or general coverage area of a deployment, is handled as Controlled
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Unclassified Information. General technical specifications not tied to a specific
operation are not subject to these handling requirements.

The Department shall take the steps available under applicable state law to protect
operationally sensitive information from disclosure through public records requests or
civil discovery, and coordinates with the prosecuting authority in any criminal
prosecution to limit testimony and pleadings to the information necessary to establish
the elements of the offense. Advance notifications, C-UAS Operations Plans, post-
operation reports, and audit records are marked with appropriate sensitivity
designations. Nothing in this section requires action inconsistent with applicable
public records law.

O. Post-Operation Reporting
1. General

The Department submits a post-operation report through the designated federal
C-UAS coordination portal within 48 hours of whichever occurs first: taking any
mitigation action; any confiscation of a UAS under 6 U.S.C. 124n(b)(1)(E),
including a standalone confiscation under § 124.17(a), other than a confiscation
resulting from a detection and warning operation; or the conclusion of an
operation for which notification was provided. Submission through the portal
satisfies notification to both the Attorney General and the Secretary of Homeland
Security. (§ 124.13(a), (d).) A confiscation under 6 U.S.C. 124n(b)(1)(E) that
results from a detection and warning operation under section 25.13.4 J. of this
policy is documented through the Department’s normal evidence-handling
procedures and is not separately reported; detection and warning operations do
not require per-event reporting. A standalone confiscation is reported even
though no operation surrounds it: it relies on federal authority for the taking itself
and occurs without advance coordination or an operations plan, so the report is
the only federal oversight record of that exercise. A seizure under traditional law
enforcement authority is independent of 6 U.S.C. 124n and is not reported under
this part.

2. Reporting Standards

The report contains the content required by § 124.13(c): whether the operation
occurred as notified; the date, time, and location of the reportable action; a brief
description of the credible threat; the type of capability employed by reference to
the ASL and ATL category and, in all cases, the make, model, hardware version,
firmware revision, and software version of each system as deployed; any known
operational effects, including any effect on other aviation systems, spectrum
users, or persons and property, any aviation accident, and any temporary flight
restriction granted or denied; any anomalies or deviations; and summary
operational statistics. The credible threat determination is documented as part of
this report.

If any detection, warning, or mitigation action results in unintended
consequences, including interference with manned aviation or lawfully operating
UAS, property damage, injury, or a malfunction affecting third parties, the DPS
member immediately notifies the Federal Bureau of Investigation and the
Department of Homeland Security by the most expedient means available, in
addition to the 48-hour report. Where multiple reportable events occur within a
48-hour period, the Department may submit a single consolidated report. For
recurring venue operations under a standing operational window, each discrete
event is reported separately.
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P. Testing, Training, and Pre-Operational Validation

The Department may conduct operational acceptance testing of acquired or
candidate systems, on-the-job proficiency training, and interoperability exercises to
maintain readiness. Testing and training do not involve the mitigation of a credible
threat and are not conducted under 6 U.S.C. 124n(a)(2). RF-emitting systems are
operated during testing and training only under applicable Federal Communications
Commission authorization and Federal Aviation Administration coordination, and only
against controlled test targets owned or operated by, or operated with the consent of,
the Department. DPS uses only approved technologies and verifies that all
necessary FAA authorizations or relief for operating any unmanned aircraft, including
a UAS forming part of a C-UAS system, have been obtained before any testing or
exercise. Any communications incidentally collected from non-participating third
parties during testing, training, or exercises are purged at the conclusion of the
activity, or as soon as practicable thereafter, and the purge is verified in the audit trail.
Compliance with this section is a condition of maintaining certification and
accreditation.

Q. Compliance, Audit, and Enforcement

DPS retains this policy and makes it available to the Attorney General or the
Secretary of Homeland Security, or their designee, on request, including during
compliance audits. The Department cooperates with periodic federal compliance
audits, which include review of post-operation reports, advance notification records,
and this policy. The Department understands that knowingly taking mitigation actions
without the required federal coordination, real-time air traffic control notification, or
post-action notification may subject the agency or its personnel to a civil fine of up to
$100,000 per violation or suspension of C-UAS authority, and that violations of other
requirements of part 124 are addressed through the compliance audit program and
certification or accreditation suspension.

Before conducting operations, the Commissioner or their designee certifies
compliance through the federal C-UAS coordination portal by attesting that the
Department of Public Safety has adopted this policy addressing each required
element. The attestation is renewed annually. Conducting operations without a
current attestation is a violation of part 124. Until the designated federal C-UAS
coordination portal is fully established, the agency completes attestations and other
required submissions through the interim channel designated by the Federal Bureau
of Investigation and the Department of Homeland Security, including the
standardized interim filing forms.
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